Model-Based

Testing of a Wireless
Sensor Network Node

Axel Belinfante Universiteit Twente

Jan Tretmans Radboud Universiteit / ESI
Feng Zhu Radboud Universiteit
Marcel Verhoef Chess

Frits van der Wateren Chess (WSN guru!)

Friday, November 5, 2010



What is our system under test?

A MyriaNed
Wireless
Sensor
Network

node...

» Shares data by gossiping

» Conserves energy by sleeping
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What about sharing data by gossipping?

® MyriaNed ‘GOSSIP’ protocol

® inspired on biology and
human interaction

® robust,
scalable,
inherently self-configuring,
supports mobility,
automatic adaptation to
network density
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What... about conserving energy?

Testing a Wireless Sensor Network Node

4

Friday, November 5, 2010



What... about conserving energy?

® reduce duty cycle (cpu/radio)

active H idle

= synchronize periods
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VWWhat... about conserving energy?

® reduce duty cycle (cpu/radio)

| active idle
) synchronize active periods
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What...

® reduce duty cycle (cpu/radio)

about conserving energy!?

active

idle

) synchronize active periods

Testing a Wireless Sensor Network Node

Friday, November 5, 2010



What...

® reduce duty cycle (cpu/radio)

about conserving energy!?

. . . \| active idle
) synchronize active periods
B e
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N
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VWWhat... about conserving energy?

® reduce duty cycle (cpu/radio)

. . . | active idle
) synchronize active periods
® time slots are shared
- CO”’S'O”S ol I""I_Z""_I_A' Z_""I;T""I_::::::::::
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o
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VWWhat... about conserving energy?

® reduce duty cycle (cpu/radio)

. . . | active idle
) synchronize active periods
® time slots are shared
- Collisions b I""I_;_““I“A“ 1_""Ili__"I_::::::::::
J‘ e
® oMAC protocol takes care | Tt 1
\ 4 \A 4 Yy Yy

- employs randomization
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Wh)’ is CHESS interested in MBT of VWSN nodes!?

® MyriaNed has potential
® has to be ‘first time right’
® correctness gMAC crucial!!

® use all methods available

® MBT offers unique
debugging angle

® obtaining Model extracts
knowledge from designers
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Wh)’ are we interested in MBT of WSN nodes!?
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X universities)
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Wh)’ are we_interested in MBT of WSN nodes!?

§ universities)

MBT is our
thing, baby...
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Wh)’ are we_interested in MBT of WSN nodes!?

X universities)

® case unlike previous cases
yes, really!
for multiple reasons

MBT is our
thing, baby...

® time is essential
(but simulated time suffices)

yes, really!

® non-determinism is essential
® product in active development
® guru-based process

® cool product,
inspiring CHESS team!!!
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Wh)’ are we_interested in MBT of WSN nodes!?

X universities)

® case unlike previous cases
yes, really!
for multiple reasons

MBT is our
thing, baby...

® time is essential
(but simulated time suffices)

yes, really!

® non-determinism is essential
® product in active development

® guru-based process

® cool product, ... this differs also from
inspiring CHESS team!!! other cases discussed here
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Wh at, again, is our system under test!
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What,

RADIO

INTERRUPT

again, is our system under test!

_ IPATA / CMD

ENABLE
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What,

RADIO

INTERRUPT

again, is our system under test!

_ IPATA / CMD

ENABLE

WSN
APP
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Wh at, again, is our system under test?

INTERRUPT . MYR|A WSN
' CORE APP

RADIO

_ IPATA / CMD

ENABLE

System Software
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What, again, is our system under test!?

System Software, accessed via software test harness
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What, again, is our system under test!?

timer
interface

application
interface

radio
interface

System Software, accessed via software test harness
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HOW do we test gMac?
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HOW do we test gMac?

Application
Layer

GMAC
Layer

Radio
Layer
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HOW do we test gMac?

Application
® focus on gMAC software Layer

® test for conformance
GMAC
Layer

® single node

® simulated time Radio
Layer
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How

® focus on gMAC software Upper Tester @
application g

interface =

® test for conformance =
=

-

® single node o 2
interface ©

©

® simulated time Lower Tester <
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How

® focus on gMAC software
® test for conformance
® single node

® simulated time

do we test gMac?

IIIIIIIIIIII
....

.‘

|}
|
% HENNEEEEEE
*
s JENNEEEEEEE

*
‘0

GMAC layer:

Software EEEEEEENEE

Test Tools

socket
interface

R
.
-----------

.
.
. ®
] .
---------------

interface  Adapter in Software
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What test tools did we choose to use?
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What test tools did we choose to use?

Radboud Univ Univ Twente Univ Aalborg
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What...

test tools did we choose to use!?

Radboud Univ

Univ Twente Univ Aalborg

time

symbolic data

network of timed automata
(ta2torx) (uppaal)
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What...

test tools did we choose to use!?

Uppaal-Tro

Radboud Univ

Univ Twente

Univ Aalborg

time| symbolic data network of timed automata
(ta2torx) (uppaal)
. - model
scenarios model . . model
- interactive
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What...

test tools did we choose to use!?

Uppaal-Tro

Radboud Univ

Univ Twente

Univ Aalborg

time| symbolic data network of timed automata
(ta2torx) (uppaal)
. - model
scenarios model . . model
- interactive

all three can model non-determinism, underspecification
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HOW did we connect the testing tools to the SUT?

lllllll
L) .’

<

TN : ;. e -sends ‘tick’ directly from model
Software, 4‘::»-' _________ TorXakis . .
X S -wait a bit for response

llllllllll
lllllllllll

GMAC layer, 4.5‘:" . clock - tick
SR . e adapter

IIIIIIIII

E :’- ————————— ° °
GMAC layer o gl +————=——= WSN - Tron e : -similar
Software :‘? Semmmmm adapter _________ Uppaal Tron

""""" -complicated by ‘new’
use of simulated time

llllllllll
lllllllllll
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HOW did we connect the testing tools to the SUT?

-sends ‘tick’ directly from model
-wait a bit for response

Stl m@t
tick
clock — tick
adapter
stim

WSN = Tron Uppaal - Tron -similar
adapter . p R
-complicated by ‘new
use of simulated time

TorXakis
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NOW we have all MBT ingredients, except model...

model-based

pass fail <= ECIJ0R
Uppaal-Tron

JTorX
TorXakis

test o\ Sigh
adapter e ) ©

WSN software on PC
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model-based
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NOW we have all MBT ingredients, except model...

. state-based
model-based 2 model
test tools: liberal, - <+
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TorXakis ~ToA
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Now

JTorX
TorXakis

we have all MBT ingredients, except model...

model-based i state-based

) ' model

pass fail <= ECIJ0R liberal, = +
Uppaal-Tron | underspecified |

adapter

b., ”,

(vague)
descriptions

WSN software on PC
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Now

JTorX
TorXakis

we have all MBT ingredients, except model...
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) ' model
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test runs

adapter

b., ”,

(vague)
descriptions

WSN software on PC
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NOW we have all MBT ingredients, except model...
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NOW we have all MBT ingredients, except model...

refined state-based
model-based . model

pass fail ' test tools: -stimali for éf'cenai?io
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NOW we have all MBT ingredients, except model...

further state-based 7 e
model-based refined model ‘_
pass fail e test tools: R consult

Uppaal-Tron
JTorX
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test runs
|
test | . ;
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° o descriptions model
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WSN software on PC
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What results did we obtain?

state-based

more insight in SUT | * made
more insight in MBT

model of SUT

anomalies detected

test harness to ‘zoom in’ on details (time-wise)

first use of simulated time with uppaal-tron

Testing a Wireless Sensor Network Node 2
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DemO,,, (1) WSN frame structure

Time Frames . 1 [

A Frame slot 0 | slot schedule | slot schedule idle 58 slots
= 1624 ticks
8 slot
Slot schedule &R R R R | Rx || Rx oo ke
Slot 28 ticks  [IITCOTCECATTEAIEEECTEET T
Message header payload total 32 bytes
2 bytes
slot nr

Testing a Wireless Sensor Network Node
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Demo... (2) WSN state machine

initial listen

(continuously on)

synchronized
(sleep/wake)

receive radio msg

app init recv/send eval/prep
radio msgs app msgs

Testing a Wireless Sensor Network Node 4
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What lessons did we learn? (1)

MBT set-up:

state-based
model

® first make MBT setup work,
only then start refining

- any MBT ‘ingredient’ may be wrong

- adapter may contain errors too: I
treat as part of SUT

® use general interfaces

WSN software on PC

® software test harness beneficial,
but has its limitations

Testing a Wireless Sensor Network Node E
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What lessons did we learn? (2)

Modeling:
® start with liberal model, o /
model : |
add detail as insight grows ' — e
Pra—
® non-determinism ‘I

& things unknown
> use underspecification

® documentation likely to be
insufficient for modeling

Testing a Wireless Sensor Network Node
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What lessons did we learn? (3)

Process:
® chief designer != modeler
® be prepared to deal with moving target

® underspecified things unknown:
manual analysis

® analysis tools

L .
™S N stripchart
¥ ~ \ 7 7 Y 7 AN w7 7 Y A 3 PRy
Q;\’ gob‘ __S’Q/\ QQ /\67 2O AP v o AT O gV o od o
[ AC A o Pa o ACY AT AT AV . AY AT AT AT :
v v v v v v v v v v v T \a
17

|
52 53 54 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Testing a Wireless Sensor Network Node
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What...

work-in-progress ability to test on real hardware

TORX

UPRAAL
TRON

do we have in store for the future!?

—>

Testing a Wireless Sensor Network Node

FPGA

INTERRUPT

DATA / CMI

MYRIA
CORE

ENABLE

/0

|18
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Wh At... about security testing?

‘our’ MBT typically is conformance testing

can show whether SUT behaves according to
specification, for those input scenarios tested

typically this implies testing ‘sood-weather’
scenarios, and

maybe even some ‘bad-weather’ ones, but (in the
way we use MBT) only those that we can think of

must be complemented by other techniques
(e.g. whitebox fuzzing?)

Testing a Wireless Sensor Network Node
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Conclusions

® we are applying MBT to the system software of a
WSN node, using a software test harness with
simulated time

® this resulted in

= insight (MBT, WSN),
= anomalies found,

= and a reusable technique to apply uppaal-tron
with simulated time (MSc thesis Feng Zhu)

® we are working on carrying this forward to a
hardware test harness, also with simulated time
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Questions?

thank you for your attention!

3

Testing a Wireless Sensor Network Node

21

Friday, November 5, 2010

21



